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Who am I?

WanderingGlitch

Vulnerability Analyst and Exploit Developer

Employed by Trend Micro

Part of the Zero Day Initiative
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What am I talking about?

Kernel pointers

Code pointers and data pointers

Mostly uninitialized buffers

One accidental pointer leak



Copyright 2016 Trend Micro Inc.4

Why?

CVE-2015-2367, CVE-2015-1676

CVE-2015-1680, CVE-2015-1679

CVE-2015-1678, CVE-2015-1677

CVE-2015-0077, CVE-2015-0094

Only 8 CVEs, but every userland callback was modified
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Userland Callbacks
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Userland Callbacks – What are they?

Implemented in core NT

Managed by ntdll in userland

Allows for kernel code to call userland code

Solely used by the win32k subsystem

Has historically been a source of bugs

Handled by user32 in userland

Used for window messages and DDE
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Userland Callbacks – How do they work?

ntoskrnl!KeUserModeCallback

callback ID, input buffer, input size, output buffer, output size

ntoskrnl!KiCallUserMode

“return” to ntoskrnl!KeUserCallbackDispatcher

Context switch to ntdll!KiUserCallbackDispatcher
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Userland Callbacks – How do they work?

ntdll!KiUserCallbackDispatcher

Uses the callback ID as an index

Function table located in the TIB

User32 initialization points it to user32!apfnDispatch

Call the callback handler
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Userland Callbacks – How do they work?

Call user32!XyCallbackReturn once done with handler

This function never returns

Performs an “int 0x2b” back into the kernel

Calls ntoskrnl!KiCallbackReturn per ntoskrnl!IDT

Could also sysenter or “int 0x2e” back

Just need to use ID for NtCallbackReturn
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Userland Callbacks – Safe and secure?

Has led to a large number of bugs

UAFs due to lack of locks

Refcount bugs when not returning to kernel

Largely handled via ThreadLocks

These get cleaned up during thread destruction

TOCTOUs
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Window Objects and Messages
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Window Objects and Messages

Windows

A type of kernel object

Referenced in userland with HWNDs

Essentially just a DWORD

Window Messages

A way of communicating with Window Objects

Allow input/output

Can cross threads and processes

Can also be handled within the kernel
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CVE-2015-0094
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CVE-2015-0094 – The vulnerability

WM_NCCALCSIZE

Handled in the kernel

NtUserfnINOUTNCCALCSIZE sanitizes input arguments

SfnINOUTNCCALCSIZE makes a userland call

Occurs within the window’s thread
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CVE-2015-0094 – The vulnerability

WM_NCCALCSIZE

Used to calculate window’s client area

wParam is a BOOL

lParam is

NCCALCSIZE_PARAMS if wParam

RECT structure if !wParam

Both are documented structures

NCCALCSIZE_PARAMS contains a pointer to another structure
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CVE-2015-0094 – The vulnerability
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CVE-2015-0094 – The vulnerability

WM_NCCALCSIZE

NCCALCSIZE_PARAM structure is allocated in the kernel stack

WINDOWPOS is allocated adjacently

NCCALCSIZE_PARAM.lppos updated to point to the kernel stack
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CVE-2015-0094 – The vulnerability

NTSTATUS NtUserfnINOUTNCCALCSIZE {

NCCALCSIZE_PARAMS params;

WINDOWPOS pos;

RtlCopyMemory(&params, lParam, sizeof(params));

RtlCopyMemory(&pos, lParam.lppos, sizeof(pos));

params.lppos = &pos;

We can leak an address on the kernel stack

We control the contents of the 28 byte structure it points to

We also control the contents of the structure right before it
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CVE-2015-0094 – The vulnerability
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CVE-2015-0094 – The vulnerability
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CVE-2015-0094 – The vulnerability
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CVE-2015-0094 – The vulnerability
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CVE-2015-0094 – The plan

Create a Window

Hijack the WM_NCCALCSIZE handler

Replace the pointer in the TIB to our own function table

Modify user32!apfnDispatch within our process

Hotpatch the WM_NCCALCSIZE handler in user32

Have the handler save the value of input_buffer[0x44]
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CVE-2015-0094 – The PoC

Python PoC but easily implemented in C or ASM

The image shown doesn’t show the initialization code

Sets up ctypes stub function to make the syscall
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CVE-2015-0094 – The PoC
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CVE-2015-0094 – The PoC
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CVE-2015-0094 – The PoC
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CVE-2015-0094 – The Patch

SfnINOUTNCCALCSIZE

NCCALCSIZE_PARAMS.lppos is NULLified before sending to userland
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CVE-2015-0094 – The Patch
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CVE-2015-1680
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CVE-2015-1680 – The vulnerability

NtUserGetMessage

Also in NtUserRealInternalGetMessage

Also in NtUserPeekMessage

Uninitialized buffer

Auto-allocated MSG buffer

…a stack variable

Space allocated but not initialized



Copyright 2016 Trend Micro Inc.32

CVE-2015-1680 – The vulnerability

NtUserGetMessage

Takes four arguments

Pointer to a MSG structure

A window handle

Two window message filters
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CVE-2015-1680 – The vulnerability

NtUserGetMessage

Allocates MSG structure on the stack

Calls xxxInternalGetMessage

xxxInternalGetMessage

Has a conditional, for our purposes just passes execution

Calls xxxRealInternalGetMessage

xxxRealInternalGetMessage

Fills in the MSG structure – only for the success path
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CVE-2015-1680 – The vulnerability

Pseudocode based on ReactOS (which isn’t vulnerable!)

NTSTATUS NtUserGetMessage(MSG* lpMsg, hWnd, wMsgFilterMin, 
wMsgFilterMax)

MSG msg;

/* ... */

NTSTATUS rc = xxxInternalGetMessage(&msg, hWnd, 
wMsgFilterMin, wMsgFilterMax, true, true);

RtlCopyMemory(lpMsg, &msg, sizeof(MSG));

/* ... */

return rc;

}
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CVE-2015-1680 – The vulnerability
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CVE-2015-1680 – The vulnerability
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CVE-2015-1680 – The plan

Force an error condition in xxxRealInternalGetMessage

Validation of the input HWND occurs here

Send an invalid HWND

MSG structure will never be initialized
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CVE-2015-1680 – The PoC

Python PoC but easily implemented in C or ASM

The image shown doesn’t show the initialization code

Sets up ctypes stub function to make the syscall

Returns 28 bytes of uninitialized memory from a kernel stack

Prepare the stack by making another syscall

Can use this to leak code pointers and data pointers
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CVE-2015-1680 – The PoC
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CVE-2015-1680 – The patch

MSG structure is now NULLified after the function prologue
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Questions?


